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World Wide Worx interviewed technology decision-makers
at over 400 medium and large businesses across South
Africa, Kenya, Zambia, Nigeria, Zimbabwe, Namibia,
Botswana, and Malawi, to ascertain current and intended
use of cloud technologies in the continent’s major
markets.
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The study was led by Arthur Goldstuck, managing director of World Wide
Worx. He is author of 19 books, including The Hitchhiker’s Guide to the Internet,
and Tech-Savvy Parenting. As principal analyst, he leads World Wide Worx’s
groundbreaking research. He was assisted by Bryan Turner in data analysis for
Cloud in Africa 2020.
About World Wide Worx
World Wide Worx conducts independent, sponsored and commissioned research
projects, in areas ranging from cloud computing and digital transformation to
ecommerce and digital consumer trends. We provide talks, commentary and thought
leadership on business and digital trends for media and at corporate events.
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and Intel.
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EXECUTIVE SUMMARY
Covid-19 brings cloud to the fore across Africa
The Covid-19 pandemic has pushed cloud computing to the front of decision-makers minds, according to the new Cloud
in Africa 2020 report. The study is the most comprehensive overview of existing and future cloud trends across the African
continent yet.
Against the backdrop of a global pandemic, a near unanimous 91% of surveyed respondents deemed cloud computing
to be “important” in helping with business’ response to the crisis.
Since the outbreak, the technology platform has been used primarily for disaster recovery (91%) and remote working
(82%), followed by customer service activities (52%). Furthermore, eight out of ten respondents (80%) believe that cloud
computing has made a significant contribution to governments’ efforts in dealing with the pandemic. The most common
uses by governments were remote working (69%), public communications (55%), and crisis coordination (50%).
During this time, historic perceptions of cloud being costly and risky have also largely dissipated. As many as 84% of respondents now believe cloud computing is “cost-effective” and only 12% regard it as inherently “risky”.
“Covid-19 has clearly catalysed decision-makers’ receptivity to the cloud in recent months, but a significant momentum
was already building across Africa,” says Arthur Goldstuck, managing director of World Wide Worx and lead analyst on
the project.
“The transition to digital channels will likely continue beyond the pandemic as organisations adopt fundamentally different
ways of working. In many cases, it is prompting different architectural solutions for expansion, such as ‘cloud bursting’ and
augmenting on-premises deployments with virtual appliances.”
Investing in the future
The Cloud in Africa 2020 report shows that 38% of decision-makers increased their cloud services spend last year. South
Africa led the way, with 82% stating that they had increased cloud spend, followed by 59% in Zimbabwe, and 50% in both
Nigeria and Botswana.
According to World Wide Worx, cloud investment is also growing as a percentage of overall IT budgets, particularly in
countries with traditionally less mature IT markets. For 71% of Zambian respondents, between a quarter and half of their
IT budgets are allocated to the cloud. The same is true for 59% in Zimbabwe, and 56% in Malawi. In Namibia, 65% said
more than half of IT budgets were focused on cloud. In Botswana, 14% reported that 100% of budgets went to cloud-related IT.
Meanwhile, in South Africa, which is the region’s most mature cloud market, 45% of decision-makers indicated that cloud
accounted for less than a quarter of IT budgets. 34% said it was between a quarter and half, and 11% put it above three
quarters.
In 2021, almost two-thirds (61%) of all respondents are set to increase investments in cloud services. 36% expect investment to remain at current levels, and only 1% anticipate decreasing spend. Significantly, more than half of all respondents
(56%) estimate that over a quarter of applications will have moved to the cloud by the end of this year.
“Africa’s embrace of cloud computing is clearly accelerating with purpose, which will have a profound impact on organisations’ abilities to innovate, create new services and compete on both a regional and global level,” says Samir Sehil, F5
regional cloud sales manager for the Middle East, Turkey and Africa.
“Across the region, it is also hugely encouraging to see that businesses are starting to tailor cloud infrastructures to their
specific needs by using multi-cloud application services. As cloud- and container-native application architectures mature
and scale in Africa, we expect to see far more organizations deploying related app services, such as Ingress control and
service discovery, both on premises and in the public cloud.”
Benefits and risks
While there are some regional variations in strategic benefits, 40% of respondents believe that cloud computing has had
a direct, positive impact on market share in the past two years. The single biggest benefit cited by respondents is business
efficiency (63%), followed by agility and operational flexibility (53%), and improved customer service (45%). Improved
time-to-market was also an importance outcome for over a third of respondents (37%).
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DEMOGRAPHICS

While the study crosses all industry sectors, just under a third of respondents represent two highly contrasting
industries, namely NGOs/NPOs and Insurance & Financial Services. These enable the study to contrast those
who are most likely and least likely to have the latest implementations of IT.

While over half (56%) of respondents were from South Africa, this spread is indicative of economic activity
across the continent.
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Three quarters of respondents reported they were male, indicating a heavily male bias in IT decision-making.

While the largest proportion of respondents reported they were IT managers, at 39%, over half (55%) of respondents reported their role involved IT directly. Other decision-makers included managers, directors, and
financial roles.
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Two thirds (65%) of businesses surveyed care classified as SMEs, having 200 or fewer employees. Just over a
third (35%) are classified as corporates or large enterprises.

A vast majority, 88% of businesses, reported their primary operations were situated in an urban or urban
outskirts area. Just over one in ten were rurally based.
Cloud in Africa 2020

CLOUD TRENDS

Respondents were asked about the main security concerns they perceived to exist in cloud technology.
Nearly two thirds (63%) of respondents reported data security and the possibility of a data breach to be the
main concern. Concerns about data governance and compliance, data integrity, and consistency of cloud
policy rank much lower, at 14%, 12%, and 10% respectively. This impression of an unsafe cloud stems from
a media narrative that cloud access from anywhere could enable easier breaches, sparked by the constant
stream of reported breaches. This statement generally only holds true if businesses don’t implement and
maintain best practise in cybersecurity strategy.

Respondents were asked about which emerging cloud trend in their country would have the most strategic
importance for their organisation in the next three years. Respondents were allowed to indicate more than
one technology if they felt those technologies were equally important. A high 4 in 5 respondents said private
cloud services held high strategic importance for the next three years, which reflects the prevailing wisdom
among businesses at present. These attitudes are probably influenced by the Protection of Personal 		
Information (POPI) Act in South Africa and similar regulations, which require businesses to keep customer
data they store sovereign to the country in which it is collected.
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In terms of strategic importance over the next three years, three main technologies stood out among the
main non-cloud trends. A massive 9 in 10 IT decisionmakers agreed that each of artificial intelligence/machine learning, the Internet of Things (IoT) and big data will have high strategic importance.
These technologies are almost always backed by cloud applications, because of the cost savings involved
with moving the related workloads offsite.
We examined the response to this question by country.

With a high overall importance, at least 4 in 5 business decisionmakers from each country agree that artificial intelligence and machine learning are of strategic importance, with those from Nigeria and Namibia
being unanimous. This sentiment stems both from the various applications of artificial intelligence and machine learning which have been “democratised” and made accessible to the average user, and the growing
awareness of the power of these technologies.
For example, many sales systems can help detect the best time for calls, accounting systems can help detect
fraud or unusual behaviour, and written language can be corrected automatically to match the style a company wants to present to clients.
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Almost every country reported high importance of IoT and telematics technology, with the exception of Zimbabwe. This may point towards an infrastructure problem, where services are either unaffordable or impossible to implement. According to Econet in 2017, the largest carrier in Zimbabwe covered 82% of the populous
areas with reliable 3G and LTE coverage . Near total mobile coverage (>95%) is required to make
technologies like IoT feasible for implementation . Other methods may include satellite linked IoT devices,
which are far more likely to be implemented by corporates, due to costs.
1.https://itweb.africa/content/PmxVEMKl3awqQY85, accessed 18 August 2020.
2.Kawamoto, Y., Nishiyama, H., Kato, N., Yoshimura, N. and Yamamoto, S., 2014. Internet of things (IoT):
Present state and future prospects. IEICE TRANSACTIONS on Information and Systems, 97(10), pp.2568-2575.

Similar near ubiquitous importance can be found with big data, with the same exception of Zimbabwe. 		
Big data is becoming far more pervasive in SMEs as the costs of storage and processing fall with the
increasing affordability of cloud services.
13
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IMPORTANCE OF NON-CLOUD
TRENDS FOR ORGANISATIONS IN
THE NEXT 3 YEARS, BY INDUSTRY

As indicated in the breakdown of Artificial intelligence and machine learning by country, this technology has
proven to be extremely important for those who want to maximise smarter automation, which is important
for all industries. It is also useful to help spot anomalies like fraud, which is vital for insurance and financial
service, manufacturing, and banking.

While IoT and telematics seems to have a high importance among the top industries, the technology’s use
cases are very industry-specific. As one would expect, the information technology sector would make use of
this technology, as its primary benefit would probably come from being resellers or implementation specialists for other businesses. Manufacturing would typically use IoT or telematics in logistics and transportation of
manufactured goods, which goes hand-in-hand with the big data sets it can provide and feed into artificially
intelligent systems for machine learning purposes.
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As insurance and financial services grow into a data-driven industry, it’s no surprise to see this industry nearly
unanimously using big data technology. This can, for example, help them assess new clients based on the
records of other similar clients, how those clients have claimed in the past, and provide a personalised
premium.
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APPLICATIONS IN THE CLOUD

As many services become cloud-subscription based, businesses are migrating for the benefits of security,
cross-platform compatibility, and automatic updates. Almost 2 in 3 (64%) businesses reported they were
using Accounting applications in the cloud, which is indicative of the direction accounting is taking. The new
nature of accounting is having financials managed centrally but monitored across a business, and a cloudbased platform allows for this to happen. Just over half (54%) of businesses report they’re using Office 365,
typically for the benefits of secure, collaborative SharePoint cloud storage.
On the flip side, under 1 in 5 businesses are using logistics, legal, and marketing applications in the cloud,
at 16%, 13%, and 12% respectively. These applications appear to be dealt with in silos within businesses, as
experts in those fields deal with those functions with non-cloud and non-collaborative platforms.

Cloud in Africa 2020

Every business reported finance applications were critical to their organisation, while an overwhelming
majority (97%) of businesses reported accounting apps were critical. This shows reporting and accounting is
bring driven by software, as one can note from the many years over which finance and accounting software
has been leveraged by businesses.
Nine in 10 businesses report human resource applications are critical to their business. This type of software
has become popular thanks to the automation of tasks it provides. For example, employee grievances can be
made with an HR app, which can then be directed to the right person. Processes like monitoring remaining
leave days and applying for leave are also common functions of HR software, which saves a lot of time for
HR professionals.
On the opposite end, under 1 in 10 businesses find legal, training and logistics apps to be critical, at 6%,
6%, and 5% respectively. These functions are generally too complicated to handle with a workflow, and
mainly require human decisions to be made.
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While 30% of businesses don’t have any cloud native apps, over 3 in 5 (61%) businesses make use of cloud
native apps. A further 1 in 5 (20%) businesses have more than half of their apps cloud native. This trend is
affected by hybrid systems – a combination of cloud and on-premise apps – which cannot be considered
cloud-native. This may account for the high percentage of users in the 0% category.

When respondents were asked about their journey to the cloud by the end of the year, 8% fewer respondents
said they were going to remain fully on-premise.
Conversely, almost 1 in 5 businesses did not know whether they could be move to the cloud by the end of
2020, which shows a lack strategic direction within many businesses about the residency of their business
applications.

Cloud in Africa 2020

CLOUD SPEND

Over the past year, an overwhelming majority (97%) of respondents said they either increased spend on
cloud or that their spend remained the same. Moreover, almost 2 in 5 (38%) of businesses have increased
their spend on cloud services
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SPEND ON CLOUD SERVICES IN THE
PAST YEAR, BY COUNTRY

When looking at a breakdown of which countries increased spend on cloud services in the past year, 4 in 5
(82%) South African businesses had done so. This is primarily due to the arrival of Microsoft Azure data centres in South Africa in 2019, and preparations for the arrival of Amazon Web Services data centres in the first
half of 2020. A related factor is South Africa having the fastest average connectivity on the continent behind
Madagascar , and the skills to implement this technology.
3 in 5 Zimbabwean businesses also increased spend on cloud services in the past year and has steadily been
on the rise for the past number of years . This is thanks to Zimbabwe not having legislation on data residency, making offerings by cloud providers far more affordable, along with its proximity to South Africa.
Botswana shares a similar advantage.
3. https://qz.com/africa/1662921/which-country-has-the-fastest-internet-in-africa/, accessed 23 August
4. https://techunzipped.com/2017/12/uptake-cloud-application-rise-zimbabwe/, accessed 23 August
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Of the countries which spent the same amount of money on cloud services in the past year as they did on the
previous year, the highest was the 93% of Zambian businesses reporting their budget remained the same.
This segment indicates those who have reached optimal spend, as well as those who cannot spend any more
on cloud due to lack of options to increase connectivity or skills. It is is also an indicator of the current
weakness of the Zambian economy.

The same applies to decreased spending, with Zambia and Zimbabwe contributing the majority of
companies reporting a decrease. It is clear, them that economic factors strongly dictate growth in cloud
investment across Africa.
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SPEND ON CLOUD SERVICES IN
THE PAST YEAR, BY INDUSTRY

Of those who reported increased spend over the last year, over half (53%) of the surveyed banks reported
they had increased spend. This growth is likely to be maintained, in line with tightening global standards of
remote banking, which dictate a bank should experience as little downtime for customers as possible.

When looking at a breakdown of which countries have neither increased nor decreased their spend on cloud
services in the past year, 7 out of 10 businesses from the NGO & NPPO, Insurance & Financial Services, and
Information Technology have kept their costs the same. This is telling of a monetary or skills constraint on
increasing cloud – biut some of these businesses may have an optimally implemented cloud environment
which does not require more to be spent.
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Just over two thirds (67%) of businesses have allocated up to 50% of their IT budget to cloud services.
A mere 4% have not allocated any of their IT budget to the cloud. This shows businesses are making
investments in cloud technology without venturing blind into this category by allocating their entire IT budget
to cloud.

27

WHAT PORTION OF YOUR CURRENT
IT SPEND IS ALLOCATED TO CLOUD,
BY COUNTRY

Within the 31% of businesses who reported 1-25% of IT spend allocated to the cloud, almost half (45%) of
South African businesses belonged to this category. This shows caution within South African businesses in
allocating majority of their IT budget to cloud. Around 1 in 5 businesses from other countries like Kenya,
Malawi, and Namibia report 1-25% of their IT spend is allocated to the cloud. In the later graphs, it becomes
clear that these countries tend to spend more of their IT budget on cloud.
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Over two thirds (71%) of Zambian businesses and over half of Zimbabwean (59%) and Malawian (56%)
businesses were spending 26-50% of their IT spend on cloud technology. This may be a result of a variety of
factors, such as different sized budgets compared to other countries, which may increase proportional cloud
spend in these countries.
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WHAT PORTION OF YOUR CURRENT IT
SPEND IS ALLOCATED TO CLOUD, BY
INDUSTRY
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SPEND ON CLOUD SERVICES IN THE
NEXT YEAR, BY COUNTRY

When splitting those who said they would increase their spend on cloud services by country, over half of the
countries surveyed (except for Malawi) reported they would increase spend. This may be a function of
connectivity within these countries, where high cost of Internet access would affect a business’s ability to increase usage of cloud services.

This sentiment continues for those who would spend the same on cloud in the next year as they did in the
current year, as the graph nearly inverts. What does remain important is that almost no respondents opted
to decrease their spend in cloud services, which shows the importance of using cloud services to maintain a
competitive advantage.
Cloud in Africa 2020

35

SPEND ON CLOUD SERVICES IN THE
NEXT YEAR, BY INDUSTRY

As one would expect, 3 in 4 businesses from the information technology sector indicated they would increase
cloud spend in the next year. As the array of cloud services grows, it is expected that the information
technology sector would buy into these to maintain the latest knowledge in these systems.
As the insurance and financial services sector becomes increasingly reliant on cloud services for data
processing, two thirds of businesses from this sector reported they would increase their spend on cloud. The
need for data processing in statistical models, particularly in the insurance sector, calls for the affordable
off-site product set that cloud services offers.
Overall, over half of the businesses from the top five industries indicated they would increase spend on the
cloud

Compared to the previous graph, the categories become inverted for maintaining spend. There is a near
balance between NGOs & NPOs that would spend the same on cloud (at 46%) compared to those who
would spend more on cloud in the next year (at 51%). As indicated in the overall graph, there are far more
businesses willing to increase spend on cloud services compared to those who are willing to keep their spend
the same.
Cloud in Africa 2020
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CLOUD TECHNOLOGY STRATEGY

With Kenya’s local implementation of GDPR in 2019 and South Africa’s soft implementation of the POPI act
at the beginning of July 2020, a large proportion of respondents have shown caution regarding where they
store data. A fear of non-compliance by solely using off-site data storage may be the reason for why 58% of
respondents reported they were going to use an on-premise private cloud solution. Another reason for this
may come down to Internet access, where businesses will keep a mixture of on-premise data for speed of
access and off-premise data for lower archival costs.
As cloud providers begin to enter local regions with options to keep data sovereign, businesses will most
likely opt to store their data in a colocation data centre, and over a quarter (27%) of businesses from the
study have indicated they are already doing so.
One third (35)%, however, have not decided on how they will structure their on-premise and off-premise
products, which indicates a gap in education about the pros and cons of each data storage method.

1. https://qz.com/africa/1746202/kenya-has-passed-new-data-protection-laws-in-compliance-with-gdpr/, accessed 25 August
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MULTI-CLOUD STRATEGY

While 42% of businesses are not adopting a multi-cloud approach, the above pain points may be the reason
why they have not yet made the switch.
Around a third of businesses find two main challenges with a multi-cloud approach, namely: the lack of an
ability to apply consistent security policies across the platforms, at 36%, and a lack of adequate connectivity,
at 32%. These pain points show that businesses are struggling with the latest regulations on data security
policies, which may suggest cloud platforms may need to custom tailor their pre-built policies to match those
of the countries where they operate. If they already do, there is education that needs to be done about the
existence of these pre-built policies.
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CLOUD PROVIDERS

7 in 10 businesses are using at least 1 or more cloud service, with 38% using only one provider. This can be
expected from the early stages of cloud adoption, from businesses who are trying to mitigate the issues of
trying to keep security policies consistent across platforms, while trying to reap the benefits of having cloud
services at hand.

There seems to be a near duopoly between Google and Microsoft, which hold a combined key provider
proportion of 94% of the market. While AWS holds a small 2% market share, this is expected to change
rapidly following Amazons H1 2020 launch of data centres on African soil, which will fulfil requirements for
data residency, reduce latency for its clients, and provide direct access to its cloud-based services. Google’s
strong showing is illustrative of its positioning as the most cost-effective public cloud provider for most SMEs.
Microsoft benefits from having rolled out the first hyperscale data centres on the African continent in 2019,
with locations in Johannesburg and Cape Town.
Cloud in Africa 2020

CLOUD IMPACT

While a third of businesses say the cloud has had no positive impact on their market share or displaced competitors, the other two thirds reported a positive impact.
Furthermore, just over 1 in 5 (21%) businesses reported an overall high impact on
market share. This shows that when businesses implement cloud strategically, they reap the benefits of greater market share and displacing competitors.
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When businesses were asked to cite benefits of the cloud, the highest response, at 63%, was reported for
business efficiency, which suggests businesses are using cloud platforms to perform “busy work” tasks to free
their employees up to do other tasks. This is a common theme across industries that opt to implement cloud
platforms.
Agility and operational flexibility has also moved front and centre, with over half (53%) citing it as a benefit
of the cloud. When customer interaction tasks are transferred to the cloud, businesses can increase demand,
while lowering the cost of conversions. This also closely aligns with improved customer service, which just
under half (45%) report as a benefit.
The benefits of scalability and international expansion are nearly exclusive to those who have large client
sets which have the potential to overload their cloud capacity, and those who have enough capital to start an
international expansion. While only 12% of businesses from the sample can be considered corporates, it’s
interesting to find an additional 9% of respondents from smaller company sizes citing these factors as key
benefits.

Cloud in Africa 2020

MAIN BENEFITS OF CLOUD, BY
COUNTRY
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More than 4 in 5 (82%) businesses have experienced some form of business growth as a result of cloud migration. Over 1 in 5 (22%) businesses reported 51-75% business growth because of cloud migration, which
affirms the fact that when cloud migration is performed correctly, strong growth follows. A further quarter
(27%) reported they experienced moderate growth 1-25%, which is expected from those who have
implemented the basic services that cloud offers.

Cloud in Africa 2020

Just over two thirds (67%) of businesses reported cloud had an impact on innovation within their organisation. This impact may arise from the power and speed of computation that cloud software provides, as well
as the additional tools that become available, like advanced analytics for problem solving.

When looking at the impact of cloud on customer experience, the responses have a 6% range between no
impact (at 35%) and an extremely positive impact (at 29%). While this may suggest cloud has more of an
impact on internal business activity, 61% of businesses experienced an overall positive impact on customer
experience because of cloud. This shows that some businesses are implementing cloud to benefit internal
activity, some are implementing cloud to enhance a mixture of internal and customer activity, and others are
implementing cloud to benefit customer operations nearly exclusively.
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Due to the internal nature of cloud implementation, only 15% of businesses reported that its implementation improved the company’s brand perception. This affirms the belief that positive brand perceptions don’t
necessarily arise from the underlying technologies, but rather from what the benefits these technologies can
provide.
Those who have modernised business processes to allow clients to interact with their systems, and who have
therefore improved the customer experience, are most likely to belong to the 4 in 10 businesses who reported an improved brand perception.

Cloud in Africa 2020

CLOUD MIGRATION

When respondents were asked about the application services they would consider when migrating to the
cloud, 4 in 5 businesses reported their migration would depend on the offerings of the cloud provider. This
is understandable, because companies would usually want to opt for the lowest number of contracts to sign,
meaning they would find the provider with the largest function set to settle their needs under a single
contract.

Overall, cybersecurity by means of a web application firewall was not implemented by almost 4 in 5 businesses, at 78%. This may arise from two factors: the web application firewall tools are built-in to the cloud
solutions but are hidden behind an overarching “we provide security” approach from the cloud provider; or
businesses are not aware of WAF solutions and are vulnerable as a result. It is probably a mixture of the two.
Nearly 1 in 10 businesses are using one WAF in front of their application suite, which may suggest the application suite is hosted on a single cloud.
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When looking at which infrastructure was used for migration, around 8 in 10 businesses reported migration
depends on the application being migrated (85%). This is telling of a difficult journey from on-premise to
cloud, thanks to different methods of migration, which often requires different skill sets on board to perform
the migration.
For 1 in 10 businesses, there was light at the end of migration tunnel, thanks to
Platform-as-a-service software that helped them migrate. These migration tool sets are widely available for
a vast number of on-premise applications, and some migration tools are provided by cloud platforms themselves.
Fewer than 1 in 10, 8% of businesses, use virtual machines to transport their on-premise applications to the
cloud, which would enable identical on-premise features from a remote platform.

The story of difficult migration continues, as nearly 4 in 5 (78%) businesses reported their journey to the cloud
was a manual process, which can be extremely time-consuming, and may be a prohibitive factor for many
businesses that are exclusively on-premise to make a move.
However, it seems not all businesses perform manual migrations only. Nearly 2 in 5 (39%) use automation
and migration templates to migrate. These are generally resources provided by a cloud provider to enable
the migration to take place. Some respondents pointed out the exact method they were using: a Microsoft
Azure Resource Manager (ARM) template was reported by 8%, while 2% reported using Amazon Machine
Images (AMI) to migrate.

Cloud in Africa 2020

CLOUD BUSINESS STRATEGY

While half of businesses report security being built on a per application basis, a few respondents reported
exactly which architectures were used, such as zero-trust and hub and spoke. Zero-trust, as the name implies,
assumes all the actors should by default not be trusted, regardless of their internal or external status. This architecture is commonly found in banks, and result in cloud systems being built in a foundation of multi-level
verification to ensure no user acts in bad faith, whether it be deliberate or unintentional. The hub and spoke
is commonly in software defined implementations, where businesses organise their network into a series of
interconnected virtual networks.
Just over a quarter (27%) of businesses reported their cloud infrastructure was secured anyway, which points
to the inherent secure nature of the latest cloud offerings.

Just over 1 in 5 businesses reported they had used a consultant to design their cloud architectures, which
shows the power of consultants in the cloud provider space.
Consultants ease the cloud migration process for many users, as these experts tend to know cloud equivalents of on-premise solutions.
Conversely, 1 in 10 businesses made use of cloud skills within their businesses to build their own
application to suit their needs. These businesses typically had in-house on-premise prior to building their own
cloud applications.
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The vast majority (84%) of businesses agree that cloud costs them less money compared to on premise
solutions. This stems from the always up-to-date nature of cloud applications, whereas on-premise
applications often require paid-for patches to enable updates.
However, only in 5 (19%) businesses believe cloud is easy to manage. This is expected to grow as cloud
applications mature to suit customised needs of businesses.
A mere 1 in 10 businesses consider cloud to be risky, which for these can be attributed to the media buzz of
compromises on unsecured cloud platforms. This small gap can be cleared away by convincing businesses
that cloud security issues almost always arise from bad security and human factors on the business’s part.

Nearly half (46%) of businesses relied on cloud partners to develop their cloud strategy. As previously
mentioned, these partners and consultants are attuned to the workings of the cloud platforms which they
offer.

Cloud in Africa 2020

Cloud costing models were mostly mixed between enterprise agreements (78%) and a 5-year validated business case (71%). Understandably, businesses seek longevity of their cloud implementation.

Close to 7 in 10 (69%) businesses have entered enterprise agreements with multiple cloud providers, which
shows the need for varied services across the cloud platforms.
When looking at which providers were chosen, 2 in 5 (43%) had chosen Microsoft Azure as a partner, while
1 in 5 (17%) opted for Google Cloud as a partner. The disparity between this finding and the choice of cloud
provider shows the extent to which large enterprises have opted for Azure solutions, while SMEs have been
more Google-oriented.
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COVID-19 RESPONSE

The vast majority of businesses (95%) found cloud to be important in copying with the COVID-19 crisis.
Thanks to the remote work capabilities that cloud technology enables, cloud platforms have come into their
own during lockdowns across the continent, allowing for business continuity and remote working, as the next
graph shows.

When asked about the specific areas where cloud has helped during the COVID-19 crisis, 9 in 10 businesses
reported it helped in disaster recovery, which is synonymous with business continuity. Although most
businesses used disaster recovery for recovering on-site data pre-lockdown, this solution came into its own
when company data was already replicated elsewhere and could be accessed remotely.
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For governments, cloud was even more important overall, with not a single respondent suggesting it had
not played a role in helping address the crisis. However, as the final graph shows, the specifics of how cloud
assisted government were less uniform or
unanimous.

According to 7 out of 10 respondents, the cloud has been key to the public sector continuing with remote
working, compared to more than 8 out of 10 in the private sector. While this is not a vast gap, it does indicate that governments have been less agile in harnessing the cloud, largely due to an overemphasis on
bureaucratic processes rather than operational efficiency.
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CONCLUSION

Cloud computing has emerged as a powerful platform for intangible elements of organisations’
internal strategy. Almost two-thirds (67%) reported an improvement in cross organisation innovation
due to the cloud. Over half (55%) also experienced noticeable brand perception improvements.
“Typically, businesses have hesitated to digitally transform and adopt the cloud, mainly because
change is difficult,” says Nick Treurnicht, customer engineer at Digicloud Africa. “Since the pandemic, the will of leaders to change at pace has increased by an order of magnitude. The situation
has clearly proved that this type of rapid adaptation is possible and, crucially, that businesses can
thrive in the cloud.”
Greg McDonald, director of systems engineering at Dell Technologies South Africa, echoes the sentiment.
“Complexity is usually the biggest barrier to reaping the efficiency benefits offered by cloud,” he
sayss. “However, the multi-cloud doesn’t have to be complex. The right platform can integrate all
the different components and give a clear view of cloud operation. These can then be scheduled,
automated, and analysed in real-time. More than ever, companies can extend their hybrid cloud
systems interfaces easily and get rid of the management complexity.”
When it comes to risk, the biggest concern for most is still the potential for a data breach (63% of
respondents). The main, and closely related, multi-cloud challenge in Africa is the need to apply
consistent security policies across all applications and their locations. Nevertheless, as many as 50%
claim to be addressing the issue by building cloud security strategies on a per-app basis.
“Africa’s embrace of cloud computing is clearly accelerating with purpose, which will have a profound impact on organisations’ abilities to innovate, create new services and compete on both a
regional and global level,” says Samir Sehil, F5 regional cloud sales manager for the Middle East,
Turkey and Africa. “As a result, we’re starting to see organisations specifically tailor their infrastructures to suit specific needs and accommodate multi-cloud application services.
“As cloud- and container-native application architectures mature and scale in Africa, we expect to
see far more organisations deploying related app services, such as ingress control and service discovery, both on premises and in the public cloud.”
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